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Mobile technologies (including handheld and wearable devices) have the 
potential to enhance learning activities from basic medical undergraduate 
education through residency and beyond.  In order to use these technologies 
successfully, medical educators need to be aware of the underpinning 
socio-theoretical concepts that influence their usage, the pre-clinical and clinical 
educational environment in which the educational activities occur, and the 
practical possibilities and limitations of their usage.

This Guide builds upon the previous AMEE Guide to e-Learning in medical 
education by providing medical teachers with conceptual frameworks and 
practical examples of using mobile technologies in medical education. The goal 
is to help medical teachers to use these concepts and technologies at all levels 
of medical education to improve the education of medical and healthcare 
personnel, and ultimately contribute to improved patient healthcare.   

The Guide begins by reviewing some of the technological changes that have 
occurred in recent years, and then examines the theoretical basis (both social 
and educational) for understanding mobile technology usage.  From there, the 
Guide progresses through a hierarchy of institutional, teacher and learner needs, 
identifying issues, problems and solutions for the effective use of mobile 
technology in medical education.  The Guide ends with a brief look to the future.  

Abstract

• Mobile technologies have developed rapidly, and medical teachers can harness their power to   
 improve medical teaching.

• To do so, medical teachers need knowledge of some socio-theoretical concepts, pedagogy, 
 availability of appropriate applications, and some basic technical expertise.

• They will also need to have the courage to implement changes to utilise these technologies.

• This Guide equips medical teachers with the tools to begin that process.
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AMEE’s first Guide to e-learning (Ellaway & Masters 2008; Masters & Ellaway 2008) 
included a section on what we then called ‘m-learning’: the use of handheld 
mobile devices in medical education. At the end of that Guide, the prediction 
was made that “Mobile learning…will become mainstream.” (Masters & Ellaway 
2008).  In the intervening eight years, the rapid development and widespread 
use of mobile technologies has expanded our opportunities for mediating 
medical education activities. Indeed, the speed of this development has been 
greater than our capacity to describe it. For instance, we still speak of 
“smartphones”, when they are not phones at all. Many of these devices are 
sophisticated, hand-held computers: the “phone” part is merely one of the many 
applications (apps) that run on them, and, for many people, the phone may not 
be the most important app on their devices. Given the extensive use of mobile 
devices by learners, teachers, and patients, there is a pressing need for 
educators to understand the many ways in which mobile technologies can be, 
and are being, used in health professional education; this Guide aims to meet 
that need.

We should first consider the scope of this Guide and the range of technologies 
on which we will focus. In the previous Guide (Ellaway & Masters 2008; Masters & 
Ellaway 2008), we defined m-learning as the use of mobile, handheld electronic 
devices in education. Like the parent concept of ‘e-learning’, however, 
m-learning as a term has somewhat run its course, as the field is now more 
complex, not solely about learning, and is blended into everyday teaching, 
learning, and practice. Although there have been varying rates of mobile device 
adoption, it is apparent that mobile technologies are being diffused throughout 
most of the general population, and have become a standard tool in every-day 
life. As a result, we can think in terms of four interconnected domains of using 
mobile technologies: mobile-enabled learning; mobile-enabled teaching; and 
mobile-enabled medical practice, all underpinned by everyday 
mobile-enhanced living (the use of mobile technologies for everyday activities 
such as communications, calendaring, social media, etc.). 

These four domains are interconnected and interdependent – see Figure 1; 
however, the devices and functions used can differ according to domain, and 
the translation between domains can explain much of the way in which they are 
used. As also noted in the previous Guide, the use of mobile technologies blurs 
the line between medical education and medical practice as they can be used 
for both in very similar ways. Although we will focus on medical education, there 
will be times when the discussion moves between both fields, and sometimes, we 
focus on medical practice only.

Finally, when we speak of mobile devices in this Guide, we usually refer specifically 
to the small piece of hardware, the actual item, and, sometimes, by inference, 
its functionality. When we speak of mobile technologies, we refer to a broader 
concept, one which includes software (apps), operating systems, and the 
related infrastructure and technical protocols that support mobile device usage. 

Introduction

     Given the extensive 
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Handheld technologies are not new to medical education.  For instance, 
personal digital assistants (PDAs) were used in medicine and medical education 
for a decade or so before smartphones appeared (Topps et al. 2003; Tempelhof 
2009). Portability and connectivity provide point of care access to 
decision-making tools (e.g. drug reference, medical calculators) and learning 
resources such as textbooks and journal articles (Chamessian 2011; Davies et al. 
2012; Berkowitz et al. 2014). Resources not exclusively related to clinical use, such 
as time management and communications apps, can help to make work more 
efficient and effective (León et al. 2007). 

Some studies have shown that handheld technologies have the potential to 
improve the use of evidence-based medicine (EBM) and clinical 
decision-making (Leung et al. 2003). They have also been shown to improve 
learners’ working efficiency (Patel et al. 2012), the quality of the teaching they 
receive (Tanaka et al. 2012), and their exam performance (Comstock 2013). 
There is a growing interest  in using handheld technologies to improve 
pre-clinical learning (Dolan 2011; George et al. 2013) and clinical learning (Mosa 
et al. 2012). There is, however, a critical difference between the efficacy of 
using these devices in general and their effectiveness in particular contexts and 
settings. For instance, the receptivity of preceptors or patients to learners’ use of 
mobile devices in the clinical workplace can vary significantly between contexts 
(Ellaway et al. 2013; Pimmer et al. 2013).  A key example of this is where a 

Background

     Some studies have shown 
that handheld 
technologies have the 
potential to improve the 
use of evidence-based 
medicine (EBM) and clinical 
decision-making 

Figure 1: 
Some of the interdependencies of mobile-enabled learning, teaching and practice.
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medical education programme has no  common policy or expectations 
regarding learners’ use of mobile technologies. As a result, learners may be 
praised by one preceptor for their use of a mobile device in a consult while a 
second preceptor may criticise or even penalise the same learner just for using 
their mobile device in front of a patient (Ellaway, 2014).

Much has changed since the 2008 Guide:
• Devices: Perhaps the largest change in the mobile world has been the move  
 to phones, such as the iPhone® or Android™ devices, that are powerful 
 handheld computers with extensive network capabilities (including cell, WiFi 
 TM and Bluetooth® connectivity), excellent displays, a large range of third party
 software (“apps”), and high quality photographic, video and audio capabilities. 
 Another significant game changer was the Apple iPad®, which accelerated 
 the use of tablet computing. Handheld devices now range in size, from miniscule 
 phones to phablets (smartphones with large tablet-like screens), and from a 
 wide range of manufacturers with different operating systems.  There has been 
 widespread uptake of these devices around the world (Pew Research Center  
 2015).

• Usability: some of the disadvantages of the mobile devices we noted in 2008  
 are still relevant today: entering data can be laborious, and viewing text on a  
 small screen can be problematic.  However, the advent of tablets has provided
 devices large enough to use comfortably for reading while retaining their 
 portability. Most new phones and tablets (with a simple adapter) can connect 
 to a range of peripheral devices such as USB drives, keyboards and  external 
 displays (although this is not always as simple as connecting laptops, some   
 technical configuration may be required, and printing also usually presents its  
 own set of problems.)  To avoid technical problems for storage, transfer and  
 printing, many users prefer to use a “software as a service” (SaaS) or 
 Cloud-based model (such as DropBoxTM), or sharing on a local network drive.

• Price: The limitations of usability notwithstanding, feature for feature, mobile 
 devices are arguably cheaper than laptops and provide advantages over 
 desktop computers, such as cameras, that can be used to scan documents, 
 and bar codes or QR Codes® for data input.

• Services: While basic mobile services like (such as SMS) still provide value, 
 especially in areas where the infrastructure is relatively meagre (Masters 2005),  
 the focus has shifted to ‘apps,’ small software applications that can be 
 downloaded and run on the device. At the time of writing, the Google Play™ 
 and Apple® App Store® had more than 1.5 million apps each, while other 
 stores (Microsoft® Windows®, Amazon® and Blackberry®) had approximately  
 1 million apps between them. Many mobile apps are as sophisticated as the 
 programmes that run on desktop computers, and there are many mobile 
 medical apps that can “be used as an accessory to a regulated medical 
 device; or to transform a mobile platform into a regulated medical device” 
 (FDA 2015). Increasingly, there is a trend for app and device makers to avoid 
 regulatory issues by presenting their very sophisticated functions as consumer
 -oriented rather than provider-oriented. Current (2015) estimates put the total 
 number of Apple and Android health-related and medical apps at more than  
 165,000 (Aitken and Lyle 2015), while some conservative estimates put the   
 number at more than 100,000 (research2guidance 2014). These apps tend to  
 be much cheaper than software for desktop or laptop computers, and many 
 non-commercial teams and individuals develop their own apps, using free and  
 relatively easy-to-use software development kits (SDKs).

• There has also been a shift in the research in this area from a focus on mobile
  devices to one that is more concerned with their educational uses and 
 impacts. For example, in December 2007, a multi-database literature search

Developments since the previous Guide
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 focusing on mobile learning terminology yielded 99 results (Masters 2008); 
 papers that dealt with mobile learning activities were not found because they 
 did not mention the term “mobile-learning” (or its synonyms). Instead, the 
 papers discussed the technology, such as mobile-phones and PDAs, with the 
 classroom acting as an experimental laboratory for testing the impact of these 
 devices. The same search conducted in May 2015 yielded over 4,000 results, 
 with many papers focusing on the educational uses of different mobile 
 technologies across a much wider range of contexts. Clearly, mobile learning 
 has become part of the educational mainstream. 

• People working in settings with limited resources need to take particular care 
 that they do not over-reach their capacity to deliver on their promise.  
 Nevertheless, with proper planning in these environments, valuable usage can 
 be made of mobile technologies, and early pilots can form a basis on which to 
 build more sophisticated projects (Masters 2005; Pimmer et al. 2012; Pimmer et 
 al. 2013).  In an ideal world, educational needs should drive the technology; in 
 practice, however, one should take stock of the budget and technical 
 realities, many of which are outside the teachers’ area of influence (such as 
 bandwidth, external provider charges and ubiquity of devices).  In addition, 
 the management of student and staff expectations needs careful attention, 
 as they may have heard of highly-sophisticated systems, and will need to be 
 appraised of what is realistically feasible. 

     There has also been a 
shift in the research in this 
area from a focus on mobile 
devices to one that is more 
concerned with their 
educational uses and 
impacts

Although this Guide is aimed primarily at providing practical advice, it is useful to 
first consider the use of mobile technologies from a socio-theoretical perspective, 
as an understanding of this perspective will allow readers to extend the 
application of this guide beyond the examples given here. 

We can first draw on Engeström’s model of Activity Systems (Engeström 1993; 
Engeström 2001). An activity system is the social construct within which
activities are undertaken. An activity system is based around a subject (a 
person or group) from whose viewpoint the activity is performed, and an object 
(a person or group) that is the focus of the activity. The activity has one or more 
outcomes, and is informed and shaped by mediators and the social context 
within which it occurs. Traditional concepts of medical education tend to place 
the teacher in the role of subject and learners in the role of object. However, a 
more learner-centred focus (see Figure 2) places learners as subjects engaging 
with a medical education programme (object) to become a doctor (outcome). 
Given the relatively high degree of learner autonomy associated with using 
mobile devices in medical education, and even in the rare situations where 
learners are provided with a mobile device by their schools, there is relatively little 
central oversight or control over what is done with them (Ellaway et al., 2013). 
This isn’t so much a learner-centred approach as a learner-autonomous 
approach or even (acknowledging teacher use of mobile devices) a 
user-autonomous approach.

Although learners are relatively autonomous in their use of mobile devices, these 
devices affect the way that learners interact with the curriculum, their teachers, 
and other programme activities in which the learners are engaged. These 
activities take place in contexts defined in terms of the explicit rules (such as 
assessment regulations or codes of conduct), the implicit rules (such as norms 
and expectations regarding the use of mobile devices), the community (the 
culture of the school or departments), and the divisions of labour (the roles 
individuals take within different activities - learner, teacher, actor, mentor, etc.). 

Let us take the example of a medical student using a mobile device on a clinical 
placement as an illustration of an activity system. The student (subject) is

Socio-theoretical contexts for using
mobile technologies
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engaging in a process of medical education (object) in order to complete her 
training and become a doctor (outcome). The student uses her mobile device’s 
calendar to help manage her schedule, a communication app instead of a 
pager to get alerts from her preceptors and patients, the browser (and other 
apps) to find information, a memo (or word processing app) for taking notes and 
scanning documents, and other apps to access course resources such as the 
library and the encounter logging system. In doing so, she is using the device and 
the resources she accesses through it to mediate her learning. 
She also uses the device to communicate with her colleagues using texts (mixing 
learning and social activity), interacting with students and others using social 
media, and she interacts with her tutors and the course chair by email. 
This reflects her engagement with her learning community. As a student, she may 
not be allowed to access the hospital’s electronic health record system on her 
device, but she does assist in some clinical situations by looking things up on the 
Internet for her preceptors when things get busy. This reflects the division of 
labour. Our student is also careful where and when she uses her device, as some 
of her preceptors encourage its use but others have criticised her and her peers 
for using their devices in clinic, and yet she is required to log all of the clinical 
procedures she is involved in using her device. This reflects the rules, both formal 
and informal in the activity system.

From this point of view, our focus is not on what mobile technology can do in 
medical education, but on how it is used and to what effect. We compare and 
contrast these two activity system perspectives in Figure 2.

teacher-centric activity system learner-centric activity system

community communitydivision 

of labour

division 

of labour

rules rules

mediating

artifacts

mediating

artifacts

subject

(teacher)
subject

(medical
student)

object

(medical
student)

object

(medical
education)

outcome

(trained 
doctor)

outcome

(trained 
doctor)

mobile
technologies

other 
mediating
artifacts

teachers,
curriculum,

activities

There is much to suggest that mobile technologies have been a “disruptive 
technology” across the continuum of medical education (Christensen and 
Armstrong 1998). The extent to which this occurs, however, is dependent not only 
on the technology, but also on the educational culture of the institution. 
We strongly suggest that mobile technologies should not become merely 
another technology reinforcing current teaching practices, as Virtual Learning 
Environments (VLEs) and Learning Management Systems (LMSs) have tended to 
do (Blint and Munro 2008). Technologies should not merely support current 
teaching methods (Robin et al. 2011); they should catalyse change and enable 
some healthy disruption. If we remain within the bounds of existing practice, then
we cannot expect to gain much from using these technologies. In addition, we 
must take into account the lessons from both Rogers and Engeström that, because
these devices belong to the learners, they will use them as they wish with all the

Figure 2: 
Activity systems from a traditional teacher-centric perspective (left) and a learner-centric perspective, showing 
mobile technologies as mediating artefacts within it (right).
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unpredictable outcomes that this implies (Rogers 1983, Engeström 1993). Failure 
to take this into account will add mobile devices to the list of educational 
technologies that have failed to live up to expectations (Conole et al. 2008).

We also need to allow for the attitudinal asymmetries and variations in practice 
around the use of mobile technologies in medical education (Ellaway et al. 
2013). The ‘Virtual Society?’ project generated a useful theoretical model, which 
posited five rules around the use of digital technologies (Woolgar 2002):

1. The uptake and use of the technologies depend crucially on local social context. 
2. The fears and risks associated with new technologies are unevenly socially 
 distributed.
3. Virtual technologies supplement rather than substitute for real activities.
4. The more virtual the more real.
5. The more global the more local.

Translating this model to the specifics of mobile technologies in medical 
education, we can expect that not all learners will use mobile technologies to 
the same extent (Ellaway et al. 2013). In any class, there are likely to be 
champions and sceptics, early adopters and late adopters (Rogers 1983). 
This is equally true for teachers, learners and patients. We should not assume, as 
theories of digital natives and Net Generations do (Tapscott 1997; Prensky 2001), 
that all young people are avid mobile technology users and that older people 
are not (White and Le Cornu 2011). Moreover, we should not assume that, 
because someone uses a mobile device for other purposes, they know how to 
use the device to support teaching and learning (Koutropoulos 2011).

Another implication is that there will be power imbalances around the use of 
mobile technologies in medical education. For instance, while the tools in most 
workplaces are owned and controlled by the organisation, the diffusion of 
mobile technologies through the general population means that selecting 
and using mobile technology is a very personal undertaking. The device owner 
may have a higher level of expertise in its use than those around them, and will 
possibly use it for many activities outside of those anticipated in the workplace.  
To grasp the impact of this on the educational process, one should imagine 
how the dynamics of medical practice would be altered if every patient had a 
functional knowledge of every medical procedure and drug available (including 
some that were unknown to many health professionals), but did not understand 
their underlying processes, and did not have the necessary medical knowledge 
to properly use them to achieve the desired outcomes. This reflects the 
workplace of contemporary educators, whether or not they use mobile 
technologies in their teaching. 

    There is much to suggest 
that mobile technologies 
have been a “disruptive 
technology” across the 
continuum of medical 
education. The extent to 
which this occurs, however, 
is dependent not only on 
the technology, but also on 
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We have adapted Maslow’s hierarchy of needs (Maslow 1943) to structure the 
next section of this Guide; positing that, in order for mobile technologies to be 
used for learning, teaching, assessment and practice, there is a hierarchy of 
needs that should be addressed – see Figure 3

A hierarchy of needs
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physiological
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power, network, space, connectivity

safety
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esteem
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self-actualization

using mobile 
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catalyzes learning, 
personal & professional 

development

The environment should allow mobile technologies to function:
• Greater device sophistication has a cost: although manufacturers provide 
 optimistic figures for battery life, most users will need to charge their devices 
 every day, and it is common to seek power boosts when possible during the 
 day. To that end, institutions should provide sufficient power outlets for 
 learner devices. This problem may be somewhat alleviated by the use of a 
 portable battery pack.  

• Mobile devices need good network connectivity.  However, while most 
 universities provide WiFi for their learners to use, connecting to cell phone or 
 WiFi networks in many hospital areas, particularly in the vicinity of imaging 
 centres with their heavy radiographic shielding, is not possible. There may 
 also be restrictions on the use of social media sites, media sites such as You
 Tube. Given that learning clinical procedures can be accelerated by YouTube 
 access (Topps et al. 2012; Masters 2015a), healthcare facilities should expand 
 coverage and access to support the needs of today’s connected learners. 
 If WiFi access is lacking, then mobile hotspots may provide a viable alternative.

• Mobile devices need to be carried, and male attire tends to be more 
 capable in this regard, as large pockets and belts are less common in 
 female attire. Shoulder bags can be inconvenient in busy clinical 
 environments, while constant mobility in most clinical environments makes 
 lockers and drawers impractical.  A supportive mobile learning environment 
 needs to address these issues.

• The diversity of devices in the learning environment (especially if learners and 
 teachers are using their own) can place a high demand on technical support 
 staff.  Given the importance of mobile technologies, it is crucial that medical 
 education programmes clearly distinguish between the users’ and the 
 institution’s responsibility. Depending on the level of assumed technical 
 responsibility, schools may need to put robust technical support systems in place.

• Finally, mobile-mediated activities should integrate with the existing use of 
 educational technology.  In particular, the institutional LMS or VLE, e-portfolio, 
 and encounter logging systems must be mobile-friendly.  Comprehensive 
 testing (checking practical aspect such as such as image sizes, video file types, 
 pop-up displays, etc.) should be performed on these systems with mobile 
 devices. 

Level 1: Physiological

Figure 3: 
A hierarchy of needs for using mobile technologies 
in medical education – after Maslow (1943).
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Using mobile technology needs to be safe for users and for those around them:

• Mobile devices can be lost, stolen or hacked, and this can be both a 
 material loss and an educationally debilitating one. All mobile device users 
 should prevent unauthorised access to their information and make regular 
 backups of data. Devices should always be password- and/or biometric
 -protected. Devices should also be encrypted so that crucial data cannot be 
 read if somebody gains access to the device. Tools for remotely wiping the 
 device if it is stolen is another important consideration.

• The protection of clinical information is a serious responsibility. As a rule of 
 thumb, any information on a patient should be treated with the same level of 
 confidentiality afforded to actual patients (Ellaway 2011; Masters 2014). Clinical 
 data should therefore never be stored on learners’ devices. Access to clinical 
 records, such as EMRs, through mobile devices should have appropriate 
 security safeguards, including using a secure app rather than a standard 
 browser. Two-factor authentication (typically, verification through something 
 the user knows, such as a password, and something the user has, such as a 
 thumbprint) is recommended. 

• Although tablet computers and smartphones are less likely than laptops to be 
 compromised by computer viruses, they are not immune to attack. We 
 recommend a prophylactic approach to device security, which includes 
 keeping operating systems and software up to date, using reputable anti-virus 
 and anti-spyware apps (e.g. AVGTM and MalwarebytesTM), and being 
 careful about who is “friended” (this involves making a link between your profile 
 and someone else whom you identify as a ‘friend’) and what is shared with 
 these friends. Medical teachers should ensure that learners are well informed 
 and careful in using their devices in this regard. 

• Unsecured networks (especially “Free Public WiFi” networks) should generally 
 be avoided.  If these are used, then a Virtual Private Network (VPN) should be 
 used to increase security.  

• Real viruses are as much of an issue as technological viruses (Manning et al. 
 2013). As with stethoscopes and other paraphernalia, infection control 
 principles and using proper sterilisation techniques are just as important with 
 mobile devices that are to be used at the point of care, especially at the 
 bedside.  Not using them in these environments would be counter
 -productive, but care must be taken.  Devices should be used according to 
 the local organisation’s disinfection policies for non-critical items before and 
 after interaction with patients, while users should establish which disinfectants 
 can be safely applied to their devices.  An alarm can be set on the device to 
 remind its user to disinfect it at regular intervals, and hand hygiene policies of 
 the organisation should also be followed. These precautions should obviously 
 be undertaken in all settings where contamination is a risk, including in OSCEs 
 (because they may also involve live volunteers / simulated patients), and with 
 learners working in mortuaries or dissection rooms.

• If learners do use their own devices, then it is unlikely that they will have 
 separate devices for work and personal uses. A key principle of digital 
 professionalism, however, is to keep some separation between one’s public 
 and private online persona (Ellaway et al. 2015), and this must include the use 
 of mobile devices, as they can act as bridges between the professional and 
 personal aspects of one’s life. This means not storing patient or other 
 confidential data on a device where others can access it, and it also means 
 approaching even casual personal use of the device with a professional 
 perspective on the potential risks it may afford.

Level 2: Safety

     Mobile devices can be 
lost, stolen or hacked, and 
this can be both a material 
loss and an educationally 
debilitating one

     Real viruses are as much 
of an issue as technological 
viruses 
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• Internet addiction (Young 1996) and electronic social media addiction has   
 been noted amongst medical students (Kuss and Griffiths 2011; Masters 2015a). 
 This obsessive behaviour can have a negative impact on their personal and 
 professional lives, reducing situational awareness, and be deleterious to 
 relationships and learning. Whether learners are using their devices too much 
 can be difficult to assess, and there should not be a knee-jerk reaction to  
 seeing learners using their devices, as learners frequently use their devices for  
 work-related activities (Masters 2015a).  Complaining that a learner is using a  
 mobile device excessively might be like complaining that a learner is using the  
 library too much. 

To be effective, the use of mobile technology needs to be legitimate, embraced, 
and accepted:

• Integration with educational infrastructure and institutional systems (such as   
 LMSs, portfolios and encounter tracking tools) and healthcare infrastructure 
 (such as Electronic Medical Records (EMRs) and health information systems)  
 needs to be appropriately facilitated. If such systems are to be accessed using
 a web browser on the device, it is important that these systems can support 
 secure mobile use. This might be through a client app, although not all app 
 designs are secure. The use of an app (rather than a standard browser) may 
 have an added security advantage if the app designer ensures that user 
 names and passwords cannot be stored in the mobile app. If an app is to be 
 used, then, at the very least, iOS and Android versions need to be available 
 to the learners. The spread of other operating systems will have to be 
 monitored to see if a version for one of those is required. If websites need to 
 support mobile learning, then they should embrace Responsive Web Design 
 (RWD) principles so that they scale and adjust to whatever screen is on the 
 device.

• Medical education institutions need to advise their learners on the opportunities 
 and challenges of integrating the use of their mobile devices with their working 
 environments.  This could be done by having a medical informatics course in 
 the undergraduate degree, or a specific set of sessions or course of instruction 
 followed up with systematic use of mobile technologies across the programme.  
 If this is not possible, principles of device, app or social media usage (e.g. 
 http://adjacentpossiblemed.blogspot.com/2012/05/social-media-for-
 medical-students.html?m=1) should be integrated into existing teaching and 
 learning practices, but there is a danger that ad hoc app teaching will repeat 
 some information while ignoring other aspects. To avoid this, teaching staff 
 could undergo proper training in the form of workshops or full courses on the 
 use of technology in their teaching.  Even in the absence of such courses, 
 teachers should not simply abrogate all responsibility, and they should advise 
 learners in the care and usage of their devices.

• Although a few institutions provide their learners with a mobile device, this is not 
 the norm (Masters and Ng’ambi 2007; Masters and Al-Rawahi 2012; Ellaway et 
 al. 2013). The more common approach adopted by many schools is that 
 learners are invited to ‘bring your own device’ (BYOD - Dahlstrom and diFilipo 
 2013). The advantages of this are that the institution does not have to support 
 BYOD to any great extent (at least in theory), and that learners are self-directed
 in the use of their devices (Gidda 2014). The disadvantage is that a BYOD 
 approach encourages the use of mobile devices in all settings and at all times 
 (Gidda 2014), and many of the costs for this are pushed back to the learner, 
 including: buying, fixing, and replacing their devices, paying for apps and other 
 digital content, and paying for a data plan. With new devices and tools 
 continually entering the market, the imperative to keep up to date can be 
 expensive. Whichever approach the institution chooses, care will need to be 
 taken regarding the availability of apps for particular platforms. In the BYOD 
 approach, it is incumbent on the institution to ensure that all apps (or 

Level 3: Belonging
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 equivalents) required by learners are available at least for iOS and Android. 
 As the field of platforms changes, any shifts will have to be accommodated. 

• Appropriate use of mobile devices during classes or rounds needs to be 
 clarified. For instance, a lecturer’s instruction to learners to “look it up” might 
 imply “after this class.” Many learners, however, take that to mean “right now,” 
 and they reach for their mobile devices. Even without being directed to do so, 
 many learners regularly use mobile devices for fact-checking, or seeking s
 impler explanations during lectures (including YouTube videos). Consequently, 
 a balance needs to be found: even when learners are using their devices for 
 work-related activities, this behaviour can appear to be disrespectful (in 
 particular to teachers and patients). The appropriate use of mobile devices is 
 therefore bound up with teaching professionalism and communication skills as 
 well as with the particular task in hand. Medical teachers need to advise their 
 learners about the tactful and tactical use of mobile devices and help them 
 to balance their use with their other duties, situating their use in the context of 
 becoming a caring and competent health professional.

• Learners with disabilities: As design and accessibility standards on apps have 
 not yet settled (in the same way, for example, that web-pages have), and 
 some app screen-readers are very rudimentary, learners with disabilities may 
 find many of the apps difficult or impossible to use. In these cases, there is an 
 institutional responsibility for these learners to be provided with alternatives or 
 accommodations for their disability. See Box A for more information on this topic. 

     Even without being 
directed to do so, many 
learners regularly use mobile 
devices for fact-checking, 
or seeking simpler 
explanations during lectures 
(including YouTube 
videos).

Particular care should be taken with learners with disabilities.  Various apps may prove useful for such 
learners (e.g. Be my Eyes, Captions, Google’s “Back” Series, Keyboard for Dyslexics, Speak Screen, 
Spread Signs, Voice Dream Reader and WalkyTalky.  See the Americans with Disabilities Act Reference 
app for more suggestions). In addition, there may be legislation affecting your use of such mobile 
apps, and, if your country does not have such legislation, then it is useful to refer to the following, 
particularly if you are individually responsible for your learners’ mobile device use: 

• The US Americans with Disabilities Act of 1990, with later updates. (http://www.ada.gov/pubs/ada.htm) 

• Section 508 (and Section 255) of the US Rehabilitation Act (http://www.access-board.gov/508.htm) 
 (Note: At the time of writing this guide, updates were being proposed. See http://www.access
 -board.gov/guidelines-and-standards/communications-and-it/about-the-ict-refresh/proposed-rule 
 for more information). 

• The UK Special Needs and Disability Act of 2001 (http://www.legislation.gov.uk/ukpga/2001/10/contents). 

Box A.  Learners with disabilities and mobile devices
Learners with disabilities

The effective use of mobile technology needs to be championed and valued:

• Although mobile devices may be used with little explicit curriculum integration, 
 there are distinct advantages to incorporating their use into a more explicit 
 activity within the curriculum. For instance, mobile devices may be included in 
 simulation and clinical skills activities as a source of diagnostic or 
 pharmacological information; for example using the British National Formulary 
 app to check drug names or interactions. They may also be used to interact 
 with a lecturer through live polls such as www.polleverywhere.com), instead of 
 “clickers,” and can be used in conjunction with other teaching methods 
 beyond the standard lecture, such as Team-Based Learning (TBL) (Simonson 
 2014).  Mobile devices can also be used as a way of working with patients by 
 reviewing information resources, anatomic or physiologic diagrams together. 
 Many clinical decision support apps now incorporate simple graphics that act 
 as powerful motivators during patient education. Some apps even make clever 

Level 4: Esteem
     The effective use of 
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 use of device sensors, such as accelerometers and cameras, to assist with 
 diagnostic and therapeutic manoeuvres for vertigo, tremors and other 
 conditions. As practising physicians undertake many of these tasks, the use of 
 mobile devices in medical education functions as both medium and message.  
 Curriculum alignment can also be explored in terms of mapping mobile device 
 use to curriculum objectives and outcomes. For instance, digital professionalism 
 stresses the importance of being able to use technologies effectively and 
 safely (Ellaway et al., 2015) while e-health competencies include the appro
 priate and constructive use of decision support tools that are increasingly being 
 accessed through mobile devices (Ellaway et al. 2014). 

• There are many implicit educational messages around the use of mobile 
 devices in medical education. For instance, if a teacher has the same model of 
 device as their learners, then they can share apps and experiences, but 
 learners without that device may feel excluded and disadvantaged. Other 
 teachers may object to their learners’ using mobile devices, perceiving it as 
 unprofessional activity, even though the learner may consider such use to be 
 legitimate or even essential to their learning (Ellaway et al. 2013; Ellaway 2014). 
 In these cases, a frank but respectful debrief on the issues involved, and the 
 different interpretations that may be taken, is required to turn this in to a 
 positive learning experience. Unaddressed, such experiences tend to rankle on 
 all sides, potentially derailing the quality of the learning environment for 
 everyone involved. For instance, Archibald et al. (2014) found that “show and 
 tell” sessions by a faculty champion helped to increase the adoption of a 
 specific app for clinical teaching.

• While many learners (Korbage and Bedi 2012) and institutions (Sclafani et al. 
 2013) advocate for the use of mobile devices in medical education, the point 
 has been made above that there will be a range of learners’ interest and 
 engagement in using mobile devices.  One should be careful not to make the 
 goal simply “using” the device, but rather highlighting the advantages and 
 benefits to their learning and/or patient care so that they use their devices to 
 meet an educational or medical goal. As with any tool, learners will tend to 
 be strategic in their use of their mobile devices, using them when they confer 
 an advantage but not otherwise (Ellaway et al. 2013). 

• There are circumstances where mobile devices cannot or should not be used. 
 For instance, power and network connections may be lost, devices may be 
 mislaid, or patients may object to their use. Medical teachers should ensure 
 that their learners are able to function competently as physicians both with 
 and without access to a mobile device. At present, the great majority of 
 examination settings exclude the use of any mobile devices, while allowing 
 their use on the wards and in clinic. Not only is there a growing disconnect 
 between assessment and practice, this is another contribution to the growing 
 hidden curriculum around mobile devices. Medical teachers should consider 
 a continuum of learner assessment between having no access to a device (as 
 in most written exams) through to full access (rather like an open-book exam) 
 in order to ensure their competence has been appraised in these different 
 circumstances.

• In spite of their many capabilities, mobile devices are generally a little more 
 constrained than desktop computers in the tools that are available and how 
 their users can acquire them (apps are often only available from a dedicated 
 online app store for the particular platform being used). This can diffuse learners’
 relationships with their medical school as they seek alternative advice and 
 sources to support their learning. This, in turn, makes it harder to gauge the 
 effects of medical education practices since most of these mobile platforms 
 are closed to medical school tracking or analytics (Ellaway 2011). 

• In the opening sections to the Guide, we mentioned the number of health
 -related apps available in the app stores. Learners frequently select app based
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 on peer recommendations and in-store descriptions. However, while they report 
 obtaining many apps, they often use only a few on a regular basis (Ellaway et 
 al. 2013). They may turn to the medical teacher for guidance, but the average 
 medical teacher will not have the time to evaluate many apps. Medical 
 associations generally do not recommend apps, but guidelines and certification
 standards (in order to address issues of quality, evidence, and accuracy) are 
 available (Thompson 2013; BSI 2015; FDA 2015; Royal College of Physicians 
 2015;) although their ability to respond to the deluge of new apps is rather limited.  

Once the environment and the other enablers for using mobile technologies are 
assured, they can be used to catalyse learning and personal and professional 
development:

•  Mobile devices can provide instant access to information resources that can 
 be used to resolve questions, ambiguities, and disputes. These resources are 
 either provided in the form of websites (accessible to a wide range of devices)
 or as apps (e.g. the ICD10, Medscape® and PubMed® apps).  Hogue et al. 
 (2014) grouped the use of Apps in terms of three key factors: apps that replace 
 a physical object or activity such as a multimedia version of a textbook 
 (e.g. RealWorld Orthopaedics); apps that enhance a physical object or activity 
 (e.g. Heart Murmur Pro); and apps that provide something entirely new, such  
 as making treatment decisions that would not be feasible or appropriate in real 
 life and exploring the consequences.

• Mobile devices can be used to connect learners, tutors, patients and others 
 in support of rich and dynamic learning processes. In general, the “anywhere,” 
 “any place” advantage of e-learning is dramatically increased when mobile 
 devices are used.  Mobile devices are not the focus of such activities, but they 
 are the enablers and mediators of these activities. This can range from using 
 the device as a replacement for a pager, to the use of social media 
 channels to discuss issues and questions that can be explored in the public 
 domain. Non-medical-expert competencies such as advocacy and leadership,
 often largely ignored elements in the average curriculum, can benefit greatly 
 from the social and collaborative aspects of mobile devices. For instance, 
 students can look up information for a patient, they can use their devices to  
 help the patient negotiate their journey through the health system by booking 
 appointments or connecting them with other providers, or they could even 
 lobby on their patient’s behalf for access to particular services (Scher 2012).

• Mobile devices can be used to capture aspects of the learning environment 
 in terms of pictures, videos, and audio recordings, although this should be done 
 with great care and discretion so as to maintain privacy, confidentiality, and 
 professional standards. What happens on the web stays on the web, and 
 recordings of less than desirable behaviours have had a powerful social 
 influence (not always to the positive) on young healthcare professionals. 

• Given that learners soon become teachers, either formally or informally, some 
 consideration should be given to how they teach the use of mobile technology 
 to others. This should include teaching the implications of using mobile devices 
 in education and healthcare (Ellaway et al. 2015).

• Although mobiles can do much that laptops and other devices can do, their  
 portability means that opportunistic learning can be more easily layered into  
 the learner’s day. For instance, taking formative quizzes on the way to and from 
 class can help to introduce learners to the day’s topic, and help to rein force 
 what has already been covered. Clinical students can practice a range of 
 diagnostics cases with apps like Prognosis: Your Diagnosis.  Mobile devices can 
 also be useful in recording and tracking assessments, evaluations, and patient  
 encounter logs. The convenience of mobile devices can make the capture   
 and use of this data a lot more proximal to the provision of training and care.  

Level 5: Self-actualisation
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The use of the Internet has allowed many patients to be more directly involved 
in their own care and that of others around them. These individuals (sometimes 
called ‘e-patients’ - Forkner-Dunn 2003; Ferguson et al 2007) make up a growing
proportion of the population and medical schools will need to prepare their 
learners to work with them and to care for them; failure to do so puts patients’ 
lives at risk (Masters et al 2010; Masters 2015b).  Just as mobile devices have 
increased medical teachers’ and learners’ access to online tools, so e-patient 
access has also been increased.  For instance, many mobile decision support 
tools now incorporate simple graphics to convey the implications of calculators 
(such as the Framingham risk score) in a manner that is meaningful both for the 
learner and the patient. There are also many apps aimed directly at patients, 
including simple medical calculators (e.g. BMI, risk calculators, medication 
reminders (e.g. MedHelper)), pharmacy locators, and even diagnosis tools. 
Just as the health professional should know drugs and procedures, there is now 
a responsibility to know how to guide patients in the selection and use of apps to 
help them manage their health (Masters et al 2010). There are many guides that 
can help with this (PatientView 2012; Aitken and Lyle 2015; BSI 2015; FDA 2015; 
Royal College of Physicians 2015) along with sites such as AppCrawler 
(http://appcrawlr.com/app/). Tools that enable our learners to more accurately 
assess the quality of the evidence they are presented with, such as Katie 
(a clinical significance calculator - http://ktcalc.cme.dal.ca/site/login.php) are 
more effective if available at the teachable moment. Finally, probably the best 
source of patient-apps is recommendations from patients themselves: patients 
know what patients want and use. 

Also, as communication apps like WhatsApp, Viber, Google Hangouts develop 
an increasing role in the work and personal environment, health professionals 
need to learn to interact with patients through them. This is important for 
dealing with all patients, and more important when dealing with younger 
patients (Ofcom 2013).  Because of patient confidentiality concerns, such an 
approach can now be more safely achieved by using general features within 
the clinical environment, but mobile devices can still participate in such a 
mechanism without compromising patient confidentiality.  The fact that some 
50% of all health apps focus on information provision (Aitken and Lyle 2015) also 
means that many clinical health apps can be utilised for learner educational 
purposes.

Creating mobile resources: sometimes, there simply isn’t “an app for that.” 
As a result, people requiring apps for conditions that are not widespread, or in 
languages, cultures and even countries that do not have a large enough 
market, either use no apps, or use apps that are inappropriate for their conditions 
and circumstances. (For example, in Aitken & Lyle’s (2015) assessment of health 
apps, more than 10,000 non-English apps were simply automatically excluded 
from the analysis).  In addition, there is the overriding concern of medical apps 
being developed by people with little or no medical training, or at least show 
little appropriate medical input (Rosser & Eccleston 2011; Wallace & Dhingra 
2014).  One solution is to teach learners the basics of app development.  
This notion of the learner developer does require a fundamental shift from a 
learner as consumer of mobile learning content to a producer of such content. 
Although the reasons for, and benefits of, this shift will not be obvious to all, it is 
merely a natural development of technological usage in professional arenas. 
Publications like the Horizon Reports (Johnson et al. 2014; Johnson et al. 2015) 
and the Scottish Qualifications Authority (Kay et al. 2008) have increasingly 
emphasised the need for learners to move away from being only consumers to 
being creators of material and to become “digitally independent” (Kay et al. 
2008). See Box B for development information on development tools for apps.

Mobile devices and patients
    The use of the Internet has 
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Some app creation systems require little or no programming skill, such as Appery.io®, AppMakr, Appy 
Pie, Create My Free App, Game Salad®, and iBuildApp. These have been successfully used with 
medical and health sciences’ learners building their own apps (Masters 2014). At a slightly more 
sophisticated level are the drag-and-drop, block-based programming tools like MIT App Inventor, 
Scratch and Starlogo. These tools require programming, but in a visual environment, can be used to 
develop professional apps, and are being used successfully in the non-computer science classroom at 
both high school and university level (MacKellar & Leibfried 2013; Wolber et al. 2014; Zhang 2014). 
Most of these app-building platforms are free, while others may charge their users to host their apps on 
the Internet. There may be additional costs if developers wish to host their apps in the main app stores. 

Box B.  Development tools for creating apps.
Making Apps

Although we have referred to several practical examples in this Guide, it will be 
useful to round off these suggestions with a few scenarios in a little more depth, 
so that the reader can have some more insight into mobile technology usage in 
different medical education scenarios.

A few example scenarios

The objective range of motion measurement is crucial for lower limb assessment 
and treatment evaluation.  The digital inclinometer is useful, but expensive.  
iHandy Level is a simple free app (iOS and Android) to measure the range of 
ankle motion for lower limb assessment and treatment evaluation.  A recent 
study (Vohralik et al. 2015) demonstrated the iHandy’s accuracy. (This study is 
also a good example of testing of an app against known instruments).

Scenario 1: Lower Limb assessment and treatment evaluation

For learners, the transition from medical school to the workplace is difficult.  
One particular difficulty for newly-qualified doctors is ready access to medical 
and other information.  A recent study (Bullock et al. 2015) has shown how the 
use of the Dr Companion app can assist in this transition.  

Scenario 2: Transitioning to the Workplace

The interpretations of laboratory results to arrive at a diagnosis can be daunting.  
MedLab Tutor is a simple free app (iOS and Android) that teaches the basics of 
lab result interpretations, and then presents a series of lab results requiring 
students to select an answer.  A good way to use this app is to show the scenarios
to the class, have them indicate their choices (similar to using TBL), and then 
argue the case before displaying the correct answer.  Students can then 
download the app and use it for their own learning and revision.  
For more information on MedLab Tutor, see: 
http://www.imedicalapps.com/2012/08/medlab-tutor-app-pocket/.

Scenario 3: Interpreting Laboratory Results

Teaching diagnostic skills, particularly developing realistic cases, is time-consuming 
and difficult.  In addition, students tend to want to guess the diagnosis before they
have evaluated all the evidence properly.  Finally, if one disagrees with a 
diagnosis, part of the learning experience is to determine why the differences
occur, and the evidence supporting a particular diagnosis and management 
process.  Prognosis: Your Diagnosis is a free (Android and iOS) app that presents 
hundreds of cases to students.  Users are given the history and results of an 
examination, then have to select the investigation (e.g. ECG or MRI), and are 
presented with the results of those investigations, and then have to decide on the
best course of management.  The app gives a detailed analysis of the student’s 
performance and the evidence supporting the information in the app.  New cases
are added almost weekly.  This app can be used for student self-study, or part of 
larger classes, similar to that outlined in the MedLab Tutor scenario above. 

Scenario 4: Teaching Diagnostic and Management Skills
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An innovative and useful app in CPD training is DizzyFIX (http://www.dizzyfix.com/).
This iOS app utilizes the iPhone accelerometers to detect position and angles. 
A common challenge in CPD workshops on benign positional vertigo (BPV) is 
describing the odd angles and trajectories that must be inflicted on your patient’s
head in the Dix-Hallpike and similar manoeuvres.  Beyond this, most clinicians 
tend to rush the process, not waiting for the otoliths to settle into position.  The 
app’s timer and audible countdowns increase success by proper pacing, while 
the simple diagrams guide one to place the patient into the correct positions in 
a very intuitive manner.   Currently, the app is unavailable “due to iOS changes,” 
but the company is hoping to make it available soon.  For details of the app, and 
a more detailed review, see http://thischangedmypractice.com/dizzyfix-app/. 

Scenario 5: Teaching Benign Vertigo

This Guide has so far examined the current situation, and has provided a 
framework for working within that situation.  However, we have also observed 
that things are in constant change, and we conclude this Guide by considering 
some technologies that will impact on medical education in the future.
 
An area of current development is the “Internet of Things” (IoT), in which 
Internet-aware systems are incorporated into everyday consumer products, 
allowing them to communicate with users and other devices across the Internet. 
Much of this communication will be without human intervention, and will be 
machine-to-machine (M2M).  The broad impact of these systems and their 
architecture on society and education is yet to be determined, and the subtle
pervasiveness of connectivity will usher in new possibilities (including 
machine-learning) and possible problems.  A particular instance of the IoT is 
wearables, discussed in the next paragraphs.

Wearable computers, or “wearables,” are mobile devices that are worn by 
consumers.  Although we may think primarily of watches, glasses and rings, there 
is hardly a part of the body, external or internal, that cannot be used to carry a 
mobile computing device. This ranges from “smart” clothes, weaving technology
into our garments, such as proposed by Project Jacquard (https://www.youtube.
com/watch?v=qObSFfdfe7I) to Google’s “smart contact lens” (https://google
blog.blogspot.com/2014/01/introducing-our-smart-contact-lens.html) to 
nano-computing devices inside the body (Lee et al. 2015; Michael et al. 2015).  

The impact of wearables on the concept of the human individual in society 
should not be under-estimated.  While they are currently a novelty, there is every 
indication that they will follow Rogers’ path of rapid adoption.  Within five to 
seven years, they will be the norm, and it will not be strange for any person to be 
wearing two or three computers connecting to the Internet.  We are entering an 
age in which the human individual has effectively become a carrier of several 
nodes on the Internet, and has actually become a functioning super node, 
a homo nodus (Masters 2015c) of the Internet.  The potential disruption to 
education goes far beyond current concerns of cheating in exams (although 
this must certainly be addressed), and presents opportunities for principles of 
collaboration and teamwork, currently used in teaching methods such as 
Problem-Based Learning (PBL) and Team-Based Learning (TBL), to be expanded.  
For example, educators can look to applying Connectivist principles (Downes 
2008) in teaching and assessment, “big data” analysis, and other approaches 
enabling a move away from fact recall testing to open-book exams and 
problem-solving.  Educators, moreover, do not have to wait for the future, as, 
some 10% of all health apps already connect to sensors, and large numbers 
connect to social media (Aitken and Lyle 2015). 

This level of connectivity increases privacy concerns, and the term 
“Überveillance” has emerged (Michael et al. 2015).  Wearables like Autographer 
(http://www.autographer.com/) and Narrative Clip (http://getnarrative.com/) 

What’s next?

    Wearable computers, or
“wearables,” are mobile 
devices that are worn 
by consumers.  Although 
we may think primarily of 
watches, glasses and rings, 
there is hardly a part of the 
body, external or internal, 
that cannot be used to 
carry a mobile computing 
device. 



page | 017

Guide105 

Mobile technologies  

in medical education

are small wearable cameras designed to record one’s life, but using these in the 
classroom or clinical setting could prove disastrous.  From the institution, there will 
be further ethical concerns regarding using the devices to track learners – either 
by app or device providers or by institutions. It is one thing to track learners’ use 
of an LMS; it is quite another to track their use of their personal devices. Facial 
recognition software built into glasses may provide teachers and practitioners 
instant access to learners and patient information (beginning with their names!). 
This will allow for much easier access to just-in-time information. Again, however, 
confidentiality may be compromised.  For now, whether we will need an AMEE 
Guide on Wearable technologies in medical education in the coming years is still 
unclear.

Virtual reality can also be built into wearables, and examples of applications 
include devices that allow a physician to examine a patient virtually with the 
patient’s data (rather than generic data), guide learners around a campus, 
patients around a hospital, and disabled persons to special-purposes facilities 
such as parking bays and elevators.  Google Glass was an early indicator of 
combining virtual reality and wearables, while devices like Microsoft’s HoloLens® 
(https://www.microsoft.com/microsoft-hololens/en-us) also hold great promise.

With all of this future development, however, a guiding principle remains: the 
potential offered can only be utilised if educators are prepared to make 
changes to their educational practices, rather than merely use these 
technologies to reinforce current teaching practices.
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We started this Guide by discussing the theories that inform the use of mobile 
devices in medical education. That is because, if medical teachers wish to 
properly utilise the power of mobile devices, they will have to be ever-cognisant 
of both the personal nature of the device and the extent to which it has the 
ability to disrupt educational relationship and dynamics in the classroom, at the 
bedside, and beyond. 

Mobile technology has developed rapidly, and there is every reason to expect 
that it will continue to do so.  For instance, Apple’s iOS and Google’s Android 
currently dominate the mobile device environment.  Although educators wish to 
concentrate on education, they will need to keep an eye on other operating 
systems and technological developments, as sudden changes may cause a shift 
in their learners’ preferences. While these advances do not supply panaceas, 
they do afford many possibilities to both medical learners and their teachers.  
If educators wish to remain in safe zones, hoping to merely use mobile 
technologies to do what they have always done, then these possibilities will be 
wasted, and may even prove harmful.  To properly utilise mobile technologies, 
medical educators need to grasp the underlying principles governing their social 
and pedagogical uses, and then to create an environment in which these 
technologies can be effectively utilised. In so doing medical educators can 
better utilise the advantages of using mobile technologies and they can better 
prepare their learners for practice in a world in which mobile technology use is 
pervasive and transformative.

Conclusion
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